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Executive Summary

INTRODUCTION

In April 2000, Presdent Clinton announced a plan to provide consumers with
comprehensive protection of their sengtive finandal information. One set of issueswas reserved
for special study: the inmplications for personal privacy of the availability of personal financial
information in bankruptcy cases The President’ s announcement noted that “bankruptcy records
contandetaled sngtive information about debtors(including account numbers, social security
numbers, account balances, income sour ces, and payment histories). In addition, aggregation and
electronic distribution of this information could lower bankruptcy costs, but it also could meke
information easily available to neighbors, employers, marketers and predator s looking for those
most likely to be lured by scans.”

The President directed three federa agencies, the Department of Justice, the Depart ment
of the Treasury, and the Officeof Management and Budget (the Study Agencies), to sudy how
best to handle private entities'* access’ to personal finandal information found in bankruptcy court
records.

ACCESS AND PRIVACY INTERESTS ININFORMATION IN BANKRUPTCY

Barkruptcy isa processfor adjudicating the delits of an individual or business unable to
meet obligationsto creditors. | n seeking relief, adebtor isrequired, particularly in cases involving
consumer debts, to provide significant amounts of personal information to the courts and trustees,
such as schedules of assets and lighilities, current income and expenditures, and a statement
detailing the debtor’ s financial affairs. Current law does not explicitly balance the legitimate needs
for general public access to barkruptcy recordsand debtors’ interests in protecting the privacy of
their most sensitive financia information. Current law provides that all documents filed with the
court in a bankruptcy case are public records and are subjed to public examination uness sealed,
and places no restrictions on how trustees can handle information about debtors in the course of
adminigering cases.

Although information provided by debtorsin consumer bankruptcy is essentia to the
adminidration of cases and to the integrity of the bankruptcy sysem, the comprehengve data

Y For the purposes of this report, the term “private entities’ includes the general public, partiesin interest, and
other non-governmental entities but does not refer to private bankruptcy trustees appointed under Title 28 U.S.C.
§ 586(a) or to governmental entities, including law enforcement and regulatory agencies.

2 The term “access’ often is used by the privacy community to denote an individual’s access to his or her own
records. In thisreport, however, the Study Agencies use the term “access’ to refer more broadly to anyone's
access to an individual’ s records, including access by the general public or alimited category of individuals or
entities, as evident from the context of a parti cular discussion.
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provided by debtors contains sensitive personal information, such as Social Security numbers,
bank or credit card account numbers, incomes, and detailed listings showing individual s

medical expernses and other regular expenses. This information, if used improperly, can damage a
debtor’ sability to oltain the finandd “fresh gart” aforded by barkruptcy, and canbe used to
perpetrate identity theft and other crimes.

Theemergenceof new technologies has animpact on both general public access to
information in bankruptcy and thedebtor’ s interest in the privacy of such information. Increased
use of the Internet and other powerful databases — both in the judicia system and among the
general public —islowering the barriers to access for parties that havean interest in that
information. Persond, often sendtive information, now may be accessed and manipulated from a
distance and used in ways not envisioned when the rues that currently govern suchrecords were
created. This, inturn, heightensthe interests of debtorsin ensuring that this information is
protected from misuse by private entities.

REQUEST FOR PUBLIC COMMENT

To assst preparation of the Study, in July the Study Agencies requested public comment
on a s=ries of quegionsfocused on: the types of information collected from individua debtorsin
bankruptcy; the need for the general puldic to have access to such information; the privacy
interests of debtors; and the impact of technology on the debtor’ s privacy, general public access,
and principlesfor the responsible handing of personal data. The Study Agencies received and
evaluat ed approximately 40 comments from the creditor indugtry, the information industry,
consumer and privacy advocates, bankruptcy experts, academics, and others.

OUTLINE OF THE REPORT

Thebody of thisreport discusses in greater detal the competing interestsof private
entities in access to adebtor’s information in the persona bankruptcy process and the debtor’s
interest in privacy. It concludeswith a set of recommendations on how the system can strike a
better balance between these interests. Chapter One introducesthe issues and placesthem in
context. Chapter Two describesthe consumer bankruptcy processand the types of information
collected from debtors during the process. Chapter Three explainsthe purposes of genera public
access to bankruptcy records, emphasizing the importance of facilitating the eficient disposition
of cases and the need for public trust and accountability in the system. Chapter Four discusses
protecting the privacy of the debtor’s persond financid information in bankruptcy court filingsin
the context of access and re-use by private entities.

The report then turns to finding solutions to the conflict between accessby the general
public and the deltor’ s privacy. Chapter Hve describesmodd sillugrating how theinteregs of
privacy and general public access have been balanced with resped to other collectionsof personal
data. Thereport covers modelsthat strike different balances between the need for access by the
general public to information and interestsin privacy. The Study Agencies aso considered the
need for adoption of “fair information principles’ described inthe body of thereport. Findly,
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Chapter Six presents a seriesof findings and recommendations designed to foster a more
gopropriate baance between the debtor’s privacy and generd public accessto this informationin
the bankruptcy process.

LIMITATIONS OF THE REPORT

The purpose of the report isto address the access and re-use by private entities of
personal informationdisclosed in bankruptcy filings Thereport’s recommendations are not
intended to addressthe accessor use of bankruptcy information by governmental entities in
connection with their important public responsibilities, or the communication of personal financial
informetion by or to governmentd ertities for functions they serve. The report al does not
address possible First Amendment issues regarding access to information in bankruptcy cases by
the public and the news media.

The access and use of bankruptcy information by governmental entities serve important
purposesin protecting the integrity of the bankruptcy system, fighting crime and fraud, and
addressang other issues of public policy.

CONCLUSIONS

The condusions of the Study Agencies are divided into findings and recommendations.

The key findings of the Study ae:

Q) The rights of partiesin interest and the fair and efficient administration of cases require
that certain persona information be available to the courts, partiesin interest and

governmental entities,

2 Ensuring accountahility and preventing abuses of the bankruptcy system requires that
some persona information filed in bankruptcy cases be available to the genera public;

3 Certain persond information collected from debtorsin bankruptcy proceedingsis highly
sensitive and, inother contexts, is protected by financial privacy laws; and

4) Information held by government, including the judicial branch, increasingly is being
collected, sored, and transmitted electronicaly. Although the use of electronic systems
provides more efficient services, it may create new hazards for the privacy of personal
information.

To address these findings, the Study Agencies submit the following recommendations:

D Bdance Interessin Efficency, Government Accountability and Privecy. The Study
Agencies recommend that the goal of protecting personal privacy be givenincreased
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)

3)

(4)

emphasis in the bankruptcy system. Bankruptcy information policy should better balance
dety' sinteressin fair and efficient case administration, bankruptcy system integrity,
gover nment accountability, and the debtor’s privacy. As electronic tools for accessing
case information develop and improve, there is an increased need for analysisof access
isaues to ensure the integrity and proper administration of the system.

The General Public Should Have Accessto Core Informetion The Study Agencies
recommend that the general public continue to have access to some general information so
that the public can hold the bankruptcy system accountable At the same time, the Study
Agencies recommend that the genera public not have accessto certain highly sensitive
information that poses substantial privacy risks. T hisinformation may include, among
other items. Socia Security numbers, credit card numbers, loan accounts, dates of birth,
and bank account numbers. Similarly, the Study Agencies recommend that schedulesthat
show detailed profiles of persona spending habits and debtors medica information be
removed from therecord availalde to the general pubic. Fnally, the Study Agencies
recommend that goecial atention begiven to protecting information regarding entities or
individuals who are not parties to the bankruptcy proceeding. Thisincludes detailed
personal and financial information regarding non-filing spouses, relatives, or business
partners.

Parties in Interest Should Continue to Have Accessto Non-Public Highly Sensitive Data,
Subject to Re-use and Re-disclosure Limitations. The Study Agencies recommend that
parties in interest and potertial parties in interest have access to a broad range of
information collected in bankruptcy proceedingsin order to exercise their rights and
responsibilities. When private entities have such access, however, the Study Agencies
recommend that they generally be prohibited from reusing or re-disclosing the irnformation
for purposes unrelated to administering bankruptcy cases. However, these re-use and re-
disdosurelimitations should not restrict privae entities from continuing to share
information with governmental entities, including law enfor cement and government
regulatory entities. The Study Agencies recommend that as decision makers craft
information policy on non-public information, they do so in away that does not infringe
upon the current ahility of governmental entities to gain accessand useof this information.
The Study Agencies also recommend that the detailed information that appearsin a
bankruptcy filing be available to academics and other researchers on a de-identified basis,
while preserving access for partiesin interest and governmental ertities.

Incorporate Fair Information Principles. The Study Agencies recommend that the
bankruptcy system incorporate fair information principles of notice, consent, access,
security, and accountahlity.




BROADER IMPLICATIONS OF THE STUDY

This report focuses on how to balance the need for accessto information by private
entities and the debtor’ sinterestsin the privacy of his or her persona financia information in the
context of bankruptcy cases and proceedings. The Study Agenciesintend, however, that the
report’ s methodol ogy and prirciples d <o will contribute to the continuing debaes over access to
records by the general public and privacy in non-bankruptcy contexts.

For example, one such debate —focusing on judicid records generdly — is currently
underway. Inthejudicid branch, accessible files containing information relevant to individual
proceedings alow menbers of the general public and the media to monitor the judicial process
closely and prevent abusesof judicial power. At the sametime judicial files— beyond bankruptcy
filings in court — also often contain sensitive personal information. For example, persond injury
litigation may involve motions, depositions, and interrogaories tha contan detailed information
about apatient’s medical condition, including the results of psychiatric examinations. An
individud’s privacy concerns may be heightened if that information is made available through a
simple name search on the Internet. The Administrative Office of the U.S. Courts has sought
public comment on the need to balance accountahility and privacy concerns inlight of more
widespread access to sensitive information in casefiles.

Stateand local governmentsare d <o faced withthis challenge  Gererally speaking, state
andlocd governmentsoperateundea an open recordssystem. As aresult, one canvisit a state or
local government office and view personal property records, tax records, marriage licenses,
recreationd licenses, and professond licenses, anong other persond data. As more of this
information becomes avail le electronically to remote and largdy anonymous users private
entitieseasily can gain accessto the intimate detail sof anindividual’s life by compiling a profile of
that individual based on a wide range of public record data.

These areas — judicid recordsand state and local government records — are ripefor
furthe study. The Study Agencieshope that the methodology and principles applied in this
bankruptcy study may be drawn upon by researcherslooking at public records and privacy more
broadly.



1. INTRODUCTION: BANKRUPTCY DATA IN CONTEXT

1(a) Clinton Administration Initiatives to Protect Financial Privacy

On April 30, 2000, President William J. Clinton announced a | egidlative proposal to provide
American consumers with comprehengve protectionsfor their senstive personal financial daa.
Building on the foundation of strong new finandal privacy protections Sgned into law aspart of
financial services modernization legidationin 1999, this effort featured as its cent erpiece the
proposed Consumer Financial Privacy Act. This proposed |egislation was designed to close gaps
in exigting laws, provide consumers with choice about the use of their data within rapidly growing
and divesifying finandal conglomerates, and provide specia protections for the use of medical
data and detailed information about individuals overall spending habits. 1 n announcing the
proposed legidation, the Presdert said: “your information doesnt belong to just anyone every
consumer and every famly deserves choices about how their personal information isshared.”

At the same time, the President identified one areafor additiona examination by the
Adminigtration, directing the Department of Justice, the Department of the Treasury, and the
Office of Management and Budget to conduct a study of the privacy issues raised by the
availahlity of personal financia information in bankruptcy cases to the general public. A release
announcing this study said:

Bankruptcy records contain detailed, sensitive information about debtors
(including account number s, socid security numbers, account baances, income
sources, and payment higories). Aggregation and dectronic distribution of this
information could lower bankruptcy costs, but it also could make information
easily avalable to neighbors, employers, marketers and predators looking for
those most likely to be lured by scams.?

In response to the President’ s directive, the Study Agencies considered three
broad issues. First, the personal information about debtors collected in bankruptcy cases includes
types of information that were the subject of the Administration’s finandal privacy initiative. At
present, debtors filing for bankruptcy are required to submit substantial amounts of personal
information to courts and trustees. Thisinformationiscrucid to several functions of the
bankruptcy system, including providing notice to interested creditors and other parties, facilitating
the administration of barkruptcy cases, protecting creditors’ rights, and allowing the general
public to monitor the functioning of the bankruptcy system. At the same time, the data submitted
by debtors contains highly senstive persond financid information that, if used improperly, could
damage adebtor’ sability to regain a solid financial footing, and could be used to perpetrate
identity theft or other fraud. The potential for misuse of this deta raises questions about
appropriae bourdaries for itsdissemination, particularly snce the same financid information
openly available in bankruptcy filesis often legaly protected from disclosure when held by
finandal inditutions in other contexts.

% See Federal Register Notice Requesting Public Comment on Financial Privacy and Bankruptcy, 65 Fed. Reg.
46735 (Juy 31, 2000). Available at http://www.usdoj.gov/ust/privecy/privacy.htm.
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A second issue addressed by the study is the drametic change in access by the general
public to information in bankruptcy cases. In particular, private bankruptcy trustees, interested in
providing improved accessto information in bankruptcy cases, havebegun planning for a data
center to collect information from trustees and disseminate thisinformation electronicaly in
compiled form to creditors who subscribe to the data center. As part of their system
development, they are seeking input on what safeguards should be included to protect the
persona financia information contained in bankruptcy files from re-use by creditors that subscribe
to the data certer.

Third, concerns about the collection and use of persona data have been accentuat ed by
proposdsto collect information electronically for easier, faster, and less expensive dissemination
in bankruptcy proceedings. |n the age of the Internet, where anonymous remot e access and
dissemination of large amounts of information is possible, new questionsarise regarding how to
safeguard persond privacy interess without inappropriately compromising access to information
crucial to the dficient functioning of the bankruptcy sysem.

This report explores these and other i ssuesand offers recommendations for congderation
by decision makers and partid pantsinthe bankruptcy sysem about how to strike an appropriate
balance between the values of gover nment accountability, fair and efficient case administration,
and personal privacy. It focuses on accessto the information provided by debtors as part of their
initial filing commencing a barkruptcy case, i.e., the identifying information about the debtor and
the details about the debtor’ s financial condition provided to the court or bankruptcy trustee as
part of the administration of the case. The report also foauseson theway inwhich dissemination
of thisinformation to private entities through electronic databases can heighten the legitimate
interests of debtorsin their financial privacy.*

1(b) Privacy in Public and Judicial Records

Thisstudy’s discussion of access by private entities to data in personal bankruptcy court
files occurs against the backdrop of an ongoing, broader debate over privacy in public and judicial
records. Pulblic acoountahility isa fundamental charecteristic of the American system of
government. The primary vehiclefor preserving that accountability has been the open, public
nature of the U.S. system of executive and judicia record keeping. In the judicia branch,

*The Study Agencies recagnize that bankruptcy information often can be oltained not only from data contained in
cout files, but al=, for example, fram observation of bankruptcy proceed ngs and from materials filed with the
court in connection with digpodtive mations-- in which case the information may form, in part, the basisfor a
court’s adjudication. These alternative ways in which information may be disclosed in bankruptcy proceedings
present somewhat different privacy concerns and may raisesignificant ommon-law access and First Amendment
questi onsthat typi cally are not as pronounced in acase where the records are not used as a specific basis for
adjudication. This report does not address those questions, nor possible First Amendmert issues that
could arise if there were undue restrictions on the public and the media in accessing bankruptcy

case infor mation.



accessible files containing information relevant to individua proceedings alow members of the
public and the media to monitor the judicid process closely and prevent abuses of judicid

power. State and local governments also generally maketheir records available to the general
public to enhance account ability.

However, the rapid growth of infor mation technology has raised concerns about the
sensitivity of some of the information traditionally contained in public files. A presumption that
all information should be a metter of public record raised fewer privacy concerns when such
informetion was on pape’ incourthouses and othe government offices wastime-consuming to
access, and more difficult to compile and analyze. Internet databases that provide instantaneous
access to all who seek it may changethe cal aul us regarding the advantages and disadvantages of
keeping vast amounts of information in public files inthe future.

Some parts of the judiciary currently are reviewing how best to balance the need to make
court records publicly available againgt individuas' interestsin protecting personal privacy. The
Administrative Office of the U.S. Courts has sought public commert on the need to balance
accountability and privacy concernsin light of more widespread accessto sensitive information in
casefiles.> Given the current debate, this report istimely in addressing issues related to one area
of the discussion, general public access to personal financial information in bankruptcy cases. It
may also serve as a useful resource for policymakersaddressing other issues of privagy in public
and judicial records.

1(c) Privacy and Corporate Bankruptcy

Although this report deals solely with personal bankruptcy proceedings, the Study
Agencies note the growing controver sy regarding the disposition of customer information held by
companies that file for bankruptcy. In one instance, aretailer of significant size attempted to treat
information about customers inits files as an asset that may be sold to raise money to pay
credtors in a corporate bankruptcy. Theretailer sought to <ell its customer daabase despite
assurances to its customers that their purchasing and other data would be kept confidential and
would not be sold or transferred to outside entities.

The case involving the retailer and similar proceedings highlight significarnt uncertainties
regar ding the treatment of persona financia datain corporate bankruptcy, including: the
ownership of datain corporate databases; the rules governing the transfer of data during changes
of corporate ownership; and the rights of consumersto control their persona data on an ongoing
basis, beyond the time at which data is supplied or collected. The sensitivity — as well as the sheer
volume — of datainvolved in this kind of gtuation merits further attention. This report is focused
on information invol ved in personal barkruptcy proceedings and will not address these corporae

® See Administrative Office of the U.S. Courts Press Release: Judiciary Seeks Public Comment on Internet Access
to Court Documents (November 13, 2000). Available at http://www.privacy.uscourts.gov/Press.htm.

-3



bankruptcy issues directly. However, the Study Agencies believe that these issues should be
examined carefully in the future inan ongoing effort to better understand the privacy interests at
stake in all types of bankruptcy proceedings.

1(d) Outline of the Report

This report discussesin greater detail the competing interests of access by the general
public and the deltor’ s privacy inthe pesond bankruptcy process and concludes with a set of
recommendations on how the sygem can strike a better balance between these interests. Chapter
One introduces the issues and places them in context. Chapter Two describes the consumer
bankruptcy process and the types of information collected from debtors during the process.
Chapter Three explains the purposes of general public access to bankruptcy records, emphasizing
the importance of facilitating the fair and efficient disposition of cases and the need for public
trust and accountability in the system. Chapter Four discusses reasons for protecting the debtor’s
privacy of persona financia information from access by the general public in the specific context
of consumer bankruptcy.

The report then turns to identifying solutions to the conflict between general public access
and the debtor’ s privacy. Chapter Five describes models illustrating how the interests of privacy
and generd public access have been balanced in other contexts in which persond information is
collected. Thereport covers modelsthat strike different balances between the need for access by
the general public to information and interestsin privacy. The Study Agencies also considered the
need for adoption of far information principles. Finally, Chapter Six presents a series of findings
and recommendations designed to foster a more appropriate balance between the debtor’ s privecy
and genera public access to information in the bankruptcy process.

1(e)  Limitations of the Study

The purpose of the report isto address the gereral public access to persond information
disclosad in bankruptcy filings and the re-use of that information. The report’s recommendations
on these issues are not intended to address the access or use of bankruptcy information by
governmental entities, including for law enforcemert, government debit collection, and regu atory
activities inconnection with ther important public responsibilities or the communication of
bankruptcy information by or to governrmental entities for functions they serve.

Gover nmentd entities use bankruptcy information in avariety of contexts. If agovernment
entity has a daim in a bankruptcy case it will be a“party ininteres” and will obtain information
related to the case in the same manner as any other party in interest. Governmental entities,
including law enforcemert, also may need access to bankruptcy information in other contexts,
such as representing the intereds of the federal government, in theinvedigaion and prosecution
of bankruptcy fraud, tax fraud and othe crimes, and for regulatory and civil enforcement. Private
entities dso may have an obligation or desre to shareinformation with governmental entities in
connection with one or more of these or similar purposes. Significartly, the needsof law
enforcement and other legitimate governmertal uses are afforded exceptions
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from statut es and regulations governing privacy, or may be allowed broader rights of access and
use than private parties.®

The accessto and use of bankruptcy information by gover nmental entities serve important
purposes in protecting the integrity of the bankruptcy system, detecting and prosecuting non-
bankruptcy rdated aimes, and addressngissues of public policy. Indeed, the Study Agencies are
not aware of any dleged abuse of bankruptcy information by government agencies. Thisreport is
not intended to addressthese needs, nor should it be considered as recommending any changein
current policy in this regard.

2. BANKRUPTCY LAW AND PERSONAL INFORMATION IN BANKRUPTCY

This chapter provides an overview of the consumer bankruptcy process, including a
description of the kinds of information a debtor must provide during a consumer bankruptcy case
and how that information is mede available to the general public. This chapter also describes two
magor financid privacy laws asthey relate to information in the bankruptcy sysem.

2(a) Overview of the Consumer Bankruptcy Process

Bankruptcy isajudicial process for adjudicating the debts of an individual or a business
unableto meet obligationsto creditors. A bankruptcy case is a collective proceeding involving a
debtor and the debtor's creditors. There are five types of bankruptcy cases provided for under the
Bankruptcy Code, two of which— Chapter 7 and 13 cases — comnonly are referred to as
consumer barkruptcies.

Chapter 7 and 13 Cases

A Chaepte 7 proceeding, sometimes referred to as* Liquidation,” involvesa court-
supervised procedure by which atrustee collects the assetsof the deltor'sestae, reduces them to
cash, and makes distributions to creditors, subject to the debtor's right to retain certain exenpt
property and the rights of secured creditors. In many Chapter 7 cases, there is little or no money
availalde from the debtor’ s estate to pay creditors. Asaresult, there are few issues or disputes,
and the debtor isnormally granted a “discharge’ of most debts without objection. This means
that the debtor will no longer be personally liable for repaying the debts.

In a Chapter 13 proceeding, someimes referred to as “ Adjustmert of Debts of an
Individual With Regular I ncome,” the debtor usually remains in possession of the property of the
estate and makes payments to creditors through the trustee, based on the debtor's anticipaed
income over thelife of aplanthat isgpproved by the court, usudly threeto five years. Unlikein
proceedings under Chapter 7, the debtor does not recelve an immediate discharge of debts. The

& See, e.g., Privacy Act, 5 U.S.C. § 552a(b)(7); Gramm-Leach-Bliley Act, Pub. L. No. 106-102, 113 Stat 1338,
1438 (199) (15 U.SC. § 6802(8)(5)).
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debtor must complete the payments required under the plan befor e the discharge is received. The
debtor isprotected from lawsuits, garnishments, and other creditor action whilethe planisin
effect. Thus, a Chapter 13 proceeding often enables the debtor to keep a valuable asset, such asa
house.

Appointment of The Trustee

Chapter 7 and Chapter 13 trudeesare not federd employees but rather are private
individual sappointed pursuant to Title 28 U.S.C. § 586(a), and supervised by the Department of
Justice.

Following a Chapter 7 filing, an impartial case trustee isappointed by the United States
trustee, or in Alabama and North Carolina, the Bankruptcy Administrator, to administer the case
and liquidate the debtor's nonexempt assets.” If, as is oftenthe casg, all of the debtor's assets are
exempt or subject to valid liens, there will be no distribution to unsecured creditors. Typically, as
mentioned above, most Chapter 7 cases involving individual debtors are "no asset” cases. If the
case gppears to be an "asset" case at the out set, unsecur ed creditors who have claims against the
debtor must file their claims with the clerk of court within 90 days after the first date set for the
first meeting of creditors called under § 341 of the Bankruptcy Code.?

Upon the filing of the Chapter 13 petition, an impartial trustee is appointed to administer
the case.® If the number of cases so warrants, the United States trustee or Bankruptcy
Adminigrator may appoint a standing trustee to serveinall Chapter 13 cases in adigrict.® A
primary role of the Chapter 13 trustee isto serve as adisurdng agent, collecting payments from
debtors and making distributions to creditors.* In a Chapter 13 case, unsecured creditors who
have claims against the debtor must file their clains with the court within 90 days after the first
date set for the meeting of creditors.** The debtor nust file a plan for the repaymert of
creditors.®

Meeting of Creditors

A "meeting of creditors,” commonly referredto as a" 341 meeting” isusually held 20 to
40 days after the petition isfiled. Thedebtor must attend this meeting, at which creditors may
gopear and ask questions regarding the debtor's financial affairs and property.™* The trustee also
attends this meeting and the debtor must provide the trustee with financid records requested by
the trustee.

"11U.S.C. § 701.

8 Fed. R. Bankr. Proc. 3002(c).
°11 U.S.C. § 1302.

1028 U.S.C. § 586(h).

111 U.S.C. §1302.

2 Fed. R. Bankr. Proc. 3002(c).
11 U.S.C. 881321, 1322.
¥11U.SC. §343.



Confirmation of the Plan (Chapter 13)

After the meeting of credtors is concluded, the barkruptcy judge must determine at a
confirmation hearing whether the deltor’ splan for repayment of credtors is feas b e and meets
standards for confirmation set forth in the Bankruptcy Code.> Within thirty days after the filing
of the plan, even if the plan has not yet been approved by the court, the debtor must start making
payments to the trustee.®® If the planis confirmed by the barkruptcy judge, the Chapter 13
trustee commences distribution of the funds received in accordance with the plan "as soon as
practicable."*

Discharge

A dischargeina Chapter 7 or Chapter 13 case releases the dettor from personal liabil ity
for discharged delts and prevents the creditors owed those debts from taking any action to collect
the debts against the debtor or hisor her property. In most Chapter 7 cases, unless a complaint
has been filed objecting to the discharge or the debtor hasfiled awritten waiver, the dischar ge will
be granted rdlatively early in the case, that is 60 to 90 days after the date first set for the meeting
of creditors.

A Chapte 13 debtor isentitled to a discharge upon successful completion of all payments
under the confirmations plan.” In return for the willingness of the Chapter 13 debtor to undergo
the discipline of arepayment plan of three to five years, a broader discharge is available under
Chapter 13 than in a Chapter 7 case Asa gereral rule, the deltor is discharged from dl debts
provided for by the confirmation plan or disallowed, except certain long-term obligations (such as
a home mortgage), debts for child support, and debts for most government funded or guaranteed
educational loans or benefit overpayments.*

Adversary Proceedings and Contested Matters

In addition to the barkruptcy processdescribed above, there are two types of litigaion
that may arise in the course of a bankruptcy proceeding: adversary proceedings and contested
matters. Adversary proceedings resemble ordinary federal court civil lawsuits. They include most
actions to recover morey or property; to determine thevalidity, priority, or extent of alien;to
determine the debtor's right to a discharge in bankruptcy or the dischargeability of a particular
delt; and to obtain aninjunction or other equitable relief, as well as severd other caegories of
important suits.

The procedures and practice inan adversary proceeding are Smilar to those in an ordinary
cvil actioninthefederal digtrict court. The Federd Rules of Civil Procedure are made applicable
for the most part, beng incorporated verbaim by reference or sometimes with modificationsto

511 U.S.C. §§ 1324, 1325.
1611 U.S.C. § 1326(a)(1).
711 U.S.C. § 1326(3)(2).
1811 U.S.C. § 1328(a).
1911 U.S.C. § 1328(a).



accommodate specid bankruptcy requirements. T hus, an adversary proceeding involves the filing
of acomplaint, an answer, and the other pleadings and motions permitted by the civil rules. The
discovery rules, the rules governing trid, judgment, and provisional and find remediesare dl
made applicable in whole or to a cond derall e extent.

Bankruptcy litigation that is not an adversary proceeding is defined as a "contested
matter." Examples of contested matters include: objections to claims or to the debtor's asserted
exemptions disputes concerning relief from the automatic stay, or the debtor's right to use a
secured party's collateral, or to assume or reect an executory contract; and proceedings involving
objectionsto confirmation of arepayment plan under the rehabilitation Chapters of the
Bankruptcy Code

2(b) Personal Information Collected from the Deb tor

Both Chapter 7 and Chapter 13 cases begin with the debtor filing a petition in a
bankruptcy court serving the area where the debtor lives® In addition to the petition, the debtor
isrequired to file with the court schedules of assets and liabilities, current income and
expenditures, and executory contracts and unexpired leases, aswell as a statement answering
detailed questions about the debtor's financial affairs* To complete the Officid Bankruptcy
Forms that make up the petition and schedules, a debtor must compile:

alist of creditors and the amount and nature of their claims;

the source, amount, and frequency of the debtor's income;

alist of dl of the debtor's property; and

adetailed list of the debtor's morthly living expenses, such as, food, clothing, shelter,
utilities, taxes, transportation, and medical expenses.

w W W W

Many items, such as insurance policies and annuities, must be itemized and valued and the
policy numbers disclosed. If adebt isacharge account or related to a credit card, the account
number must be provided in addition to the name and address of the creditor. In addition, the
schedule of aurrent incomemug include the names, ages, and rdationshipsof all dependerts of
the debtor. The debtor's Socid Security number also appearson the front of the voluntary
petition.?> A debtor who fails to make full and complete disclosure risks denial of a discharge?®
and criminal penalties.®

Bankruptcy Rules also contain provisionsregarding information about the debtor that
must be filed with the court. Rule 3001(c) requiresthat an original or duplicate of any writing

%28 U.S.C. § 1408.
211 U.S.C. § 521(1).
% See Official Form 1. The specific information required on the bankruptcy petition, related schedules, and
statement of financial affairsisincluded in Appendix II.
211U.S.C. §8727(a).
#18 U.S.C. § 152 (imposing criminal sanctions on persons who knowingly and fraudulently give false
information, withhold information, conceal property, or present a false proof of claim in connection with a
bankruptcy case).
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that is the basis of a claim against a debtor be filed with the proof of claim. Pursuart to thisrule,
avariety of documents containing personal finandal information may be filed with the barkruptcy
court. Under Rules 1005 and 9004(b) the barkruptcy petition and every other

document filed by the debtor must contain the title of the case, which indudes the debtor’s Social
Security number and tax identification number.®

As discussed above, the debtor isrequired to attend the meeting of creditors, at which
time supplemental information may be obtained through examirgtions of the debtor by the trustee
or creditors, who appear and ask questions regarding the debtor's financial affairs. Rule 2004
provides for further examination of the debtor or of other entitieson order of thecourt. A Rule
2004 examination permits a broad range of inquiry into al matters relevant to the debtor's
financid affairs, which includes an inquiry into the validity of acreditor'sdisputed clam. Rule
2004 is designed to enable the parties in interest and primarily the trustee, to conduct an
examination in addition to the examination of the debtor a the meeting of creditors regarding
meatters that relate to the general administration of the estate, including matters relating to the
debtor's right to a discharge of an individual debt. Although transcripts of these examinations can
be made, they are not routinely made apart of the court record. Similarly, the documents
produced are not typically made a part of the record urtil used in litigation.

2(c) Access to the Debtor’s Personal Information
General Public Access Under Bankruptcy Code § 107(a)

Under 8§ 107(a) of the Bankruptcy Code, information filed in abankruptcy case generaly
becomespart of the public record. Section 107(a) provides:

Except as provided in subsection (b) of this section, a paper filed ina case under
this title and the dockets of a bankruptcy court are public records and open to
examination by an entity a reasonable times without charge.®

Section 107(a) essertially codifies for the bankruptcy courtsthe common law right of
general public access to court records. Thelegislative higory of 8 107 makesit dear that all
documents filed with the bankruptcy court are subject to public review.?” In practice, therefore,
any paper filed with the court in a bankruptcy case is sulject to public inspection unless sealed
(see discussion below).

» Official Bankruptcy Form 16B (Short title) modifies the definition of the title of the case in Rule 1005 for many
documents.
#11U.S.C. §107(a). Asdiscussed further below, § 107(b) provides for certain exceptions to this
general rule.
ZH.R. Rep. No. 595, 95" Cong., 1% Sess. 317-318 (1977); S. Rep. No. 989, 95" Cong, 2d Sess. 30 (1978).
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Under the Bankruptcy Code, therefore, public disclosure isues are resolved under §107.%
Consequently, some courts take the position that a bankruptcy court need not balance the equities
in deciding a gereral public access issue because Congressalready did so when it enacted §107.%
Pursuant to this approach, a bankruptcy court would focus on whether the information at issue
falls under an exception to accessset forth in 8107(b), which is discussed further below.

Themandaory nature of 8107(a) and the comprehens veness of documents subject to it,
therefore, may afford barkruptcy courtsless flexibility in resolving disclosureissues than courts
operating solely under the common law doctrine of general public access, which leaves a
determination regarding the presumptive right of general public access to the disaretion of the trial
court*

Access by Parties In Interest Under Bankruptcy Code § 704(7)

Under § 704(7) of the Bankruptcy Code, atrustee appointed in a bankruptcy case has a
statutory duty to provide information concerning adebtor’s estate and its administration at the
request of any party ininteres.® A bankruptcy trusteeal 0 issubjed to finesand forfeiture of
office for refusing aparty ininteres a reasonable opportunity to inspect documentsand acoounts
relating to a debtor’s estate.®® There are no statutory limitations on further dissemination of the
information provided by the trustee, but the court retainsdiscretion to limit disclosurein
situations where protection is warranted.

2(d) Limits on Access to the Debtor’s Personal Information
Limits on Access Under Bankruptcy Code § 107(b)

As described above, there are some limitations under 8107 as to what material becomes
part of the public record. Specifically, 8107(b) provides:

(b) On request of aparty in interest, the bankruptcy court shal, and on the
bank ruptcy court's own mation, the bankruptcy court may:

(1) protect an entity with respect to a trade secret or confidential
research, developmert, or commercid information; or

(2) protect a person with respect to scandalous or defamatory matter
contained in a paper filed ina case under thistitle.

5 See generally Mark D. Bloom, et al., Reorganizing in a Fish Bowl: Public Access vs. Protecting Confidential
Information, 73 Am. Bankr. L. Rev. 775 (Fall 1999); William T. Bodoh & Michelle M. Morgan, Protective
Orders in the Bankruptcy Court: The Congressional Mandate of Bankuptcy Code Section 107 and its
Constitutional Implications, 24 Hastings Const. L. Q. 67, 76-81 (Fall 1996).
® See In re Orion Pictures Corporation, 21 F.3d 24, 27 (2d Cir. 1994); In re In re Phar-Mor, Inc., 191 B.R. 675,
679 (Bankr. N.D. Ohio 1995).
® See, e.g., United States v. McVeigh, 119 F.3d 806, 811 (10" Cir. 1997); United States v. Amodeo, 71 F.3d. 1044,
1047-50 (2d Cir. 1995).
%111 U.S.C. § 704(7).
218 U.S.C. §154.
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Whether certaininformation at issue fallsunder the 8107(b) exception is a question of fact
to be determined by the court.®*® Section 107(b) is generally viewed as arestriction on the general
public’s right of access warranted only when dissemination of the subject information risks
substantial and serious harm and there is no less intrusive means of protection.®* Some
bankruptcy courts apply a balancing of interests approach even wheninformation is sought that
falls squarely within a 8107(b) exception.®

Limits On Access Under Bankruptcy Rule 7005

Bankruptcy Rule 7005, which incorporates Federal Rules of Civil Procedure 5 (Federal
Rule 5) also provides some limit on accessto documentsfiled in adversary proceedings in
bankruptcy court. Federal Rule 5 provides:

Rule5. Serving and Filing Pleadings and Other Papers

(d) Filing; Certificate of Service. All papers after the complaint required
to be served upon a party, together with a certificate of service, must be
filed with the court within a reasonable time after service, but disclosures
under Rule 26(a)(1) or (2) and the following discovery requests and
responses must not be filed until they are used in the proceeding or the
court ordersfiling: (i) depodtions, (ii) interrogatories, (iii) requests for
documents or to permit entry upon land, and (iv) requests for admission.

Federal Rule 5 provides some protection to personal information that isdisclosed in
discovery, but not used in the course of litigation. However, Bankruptcy Rule 7005, which
incorporaes Federd Rule5, applies only to adversary proceedingsin bankruptcy court. Many
issues in bankruptcy court, such as the validity of claims and exemptions, are litigated as
contested matters and not as adver sary proceedings. Because there is no prohibition against filing
discovery materials obtained during the course of contested matters, additional personal financial
information may become part of the court record.

2(e) Judicial Branch Policy on General Public Access to Case Files

Casefiles are maintained by the clerk of court asthe official record of litigation in the
federal courts. Asagenera rule the public case file consists of all pleadings, orders, notices,
exhibits, and transcripts filed with the clerk of court. It iscurrently standard practice that case
files are open for ingoection and copying during normal business hours. There is also a genera
presumption that court files are available to anyone upon request. Courts do not make access

¥ 2 Collier onBankruptcy, 1107.03[2] (Matthew Bender 15" Ed. Revised).

¥ See 2 Collier onBankruptcy, 1107.03[1] (Matthew Bender 15" Ed. Revised); Krause v. Rhodes, 671 F.2d 212,
219 (6th Cir. 1982); In re Halkin, 598 F.2d 176 (D.C. Cir. 1979); Ad Hoc Protective Committee for 10%
Debenture Holders v. Itel Corp. (In re Itel Corp.), 17 B.R 942 (B.A.P. 9" Cir. 1982).

5 See In re Ionosphere Clubs, Inc., 156 B.R. 414, 433 (S.D.N.Y. 1993); In re Continental Airlines, 150 B.R. 334,
339-341 (D. Del. 1993).
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determinations based on the status of the requestor. The federal judiciay al offers various
electronic public access (EPA) savices that allow the public to gain quick access to official court
information and records from outside the courthouse.

Disputes over access to case files are addressed on a case-by-case basis by individual
judges. Judges address privacy interests in case filesmainly through discretionary sealing of files
or documents. Although judges may act on their own initiative, sealing of casefiles usudly
occurson acase-by-case, or document- by-document, basisin responseto a motionto sed.

The federal courts are moving swiftly to create electronic case files, and to provide general
public access to those files through the Internet. This transition from paper filesto electronic files
is transforming the way case file documents may be used by attor neys, litigants, courts, and the
public by providing new access capabilities. The creation of electronic case files means that the
ability to obtain documents from a court casefile no longer will depend on physica presence in
the courthouse where afile is maintained. Increasingly, case files may be viewed, printed, or
downloaded remotely by anyone, at any time, through the Internd.

Electronic files are being created in two ways. Mary courts are creating electronic images
of al paper documentsthat arefiled. Other courtsare receiving electronic court filings over the
Internet directly from atorneys, so that theoriginal file isno longer a paper file, but a collection
of the electronic documents filed by the attorneys and the court. Over the next few years
eledronic filing, as opposed to making electronicimages of paper documents, will become more
common as most federal courts begin to implement a new case management system, called Case
M anagement/Electronic Case Files (CM/ECF). That sysem giveseach cout the option to create
eledronic case files by allowing lawyers and partiesto file their documents over the Interne.
CM/ECF also allows thecourtsto combine dectronicimageswith other electronic documentsto
create a complete elecronic case file.

The courts plan to provide general public access to electronic files, both at the courthouse
through public computer terminals, and remotely, through their Internet websites. The web-based
systems will contain both the dockets (alist of the documents filed inthe case) and the actual case
file documents.

2(f) National Data Center Policy on Access to Case Files

The National Associationfor Chapter Thirteen Trustees (NACTT) is in the process of
establishing a National Data Center (ND C) that will make case information maintained by the
private trustees assgned to the debtor’s bankruptcy case avalable over the Internet to partiesin
interest. The NDC has indicated that it will contract with the private trustees regarding
transmission of the information and will provide debtors notice that partiesin interest will have
Internet access to their case information. In addition, by signing the contract, private trustees
agree to investigate and rectify errors in the daa reported should errors bediscovered. To
protect againg partiesin interest re-disclosing debtor informeation to outsiders, the NDC aso will
contract with creditors to ensure that they only use this information with respect to bankruptcy
clams, and to prohibit the selling or re-disclosing of debtor information. Firally, the NDC has
asserted that it will establish and maintain a secure electronic database to prevent unauthorized
access and limit accessibility of debtors’ sensitive information.

-12-



2(g) Financial Privacy Statutes That May Apply In Bankruptcy Proceedings

In addition to the Bankruptcy Code and other bankruptcy rulesand polides, there are two
general financid privacy statutes tha may have relevanceto the collection and use of information
inthe bankruptcy process: the Far Credit Reporting Act and the Granm-Leach-Bliley Act.

2(g)(1)) The Fair Credit Reporting Act

The Fair Credit Reporting Act (FCRA)®* governs certain kinds of financial and other
persond information included within the definition of a “consumer report.” Thisgeneraly
includes information bearing on any one or more of the following charaderisticsof an individual:
credit worthiness, credit standing, credit capacity, character, general reputation, personal
characteristics, or mode of living (the seven factors), where the information is intended to be used
asafactor in establishing the individud’ s eligibility for credit or insurance, for employment
purposes, or for any other pur pose permitted under the FCRA.*" An entity that collects this type
of information may be deemed to be a “consumer reporting agency” under the FCRA, and as
such, subject to certainrestridions onits use and disclosure of theinformation.

Information about a bankruptcy debtor’ s bank cards, auto loans and leases, mortgages,
and student loans including credit limits paymert histories, and high credit balances — dl of
whichmay be made available in a bankruptcy case — is precisely the type of information covered
by the FCRA. However, sincethe FCRA does not apply unless this informaionisused or
expected to be used in order to make credit, employment or other types of decisions about an
individual specified in the FCRA, the use of this information to administer the bankruptcy process
isnot likdy to implicate the FCRA. Nonetheless, if anentity regularly collects the type of
personal information described above from bankruptcy court records and other phases of the
barkruptcy process and communicates it for any of the purposes covered by the FCRA, tha entity
may be deemed to be a consumer reporting agency subject to the FCRA. The FCRA then would
govern the processing of the information by the entity that collected it, by organizations that
furnishthe information to the entity, and by recipierts of the informetion, i.e, users of consumer
reports.

%15U.S.C. §8 1681 et seq.

¥ See 15 U.S.C. § 1681a(d)(1). These permissible purposes are limited to situations where the consumer report is:
(1) provided in response to a court order or grand jury subpoena; (2) made pursuant to the consumer’ swritten
instructions; (3) used in connection with a credit transaction, insurance underwriting or other transaction initiated
by the consumer, such as leasing an apartment if there is a legitimate business need for the report; or (4) used for
employment purposes. A report may also be provided when the consumer has applied for a government benefit,
when the user intends to offer credt or insurance to consumers meeting ecified critaia, or in gecified
circumstancesinvolving alegitimate busness need (such as to review an account to determine if the consumer
continues to meet the termsof the accourt). See 15 U.S.C. § 1681b(a).
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2(g)(ii) Gramm-Leach-Bliley Act of 1999

Title V of the Gramm-Leach-Bliley Act of 1999 (GLBA)® limits the extent to which
banks, insurance companies, or other financia ingtitutions™ may disclose personal information
about consumers® with whom they do business. As discussed further below, the GLBA’s
disclosure limitations appear to have limited application to information aout a debtor generated
in a bankruptcy case because much of that information is made part of the public record and,
therefore, is outside the scope of the GLBA’ s limits on disclosure. Moreover, the GLBA does
not restrict afinancia institution’s ability to disclose information to its affiliates.** Consequently,
the GLBA does not appear to provide comprehendve legal protections for debtors' privacy
intereds in the bankruptcy context.

It isimportant to note, however, that the GL BA’sfinancia privacy provisons arein the
early stage of implementation, and full compliance with their requirements is not required until
July 1, 2001.** Consequently, many interpretive issues that are likely to arise — such as how the
law appliesto information generated in the bankr uptcy process — have not ripened to the point
where the agencies charged with adminigering the law have had the opportunity formally to
addressthem Nonethdess, it isposshbleto discuss the GLBA'’s requirementsgenerally and to
identify specific isaues that may bear on how the law applies inthe barkruptcy context.

The GLBA provides that before a financial institution may disclose nonpublic personal
information about a consumer to a non-affiliated company, the institution mug give the consumer
notice of the types of companiesthat may receive the infor mation and the opportunity to prevent
(i.e., opt out of) the disclosure.** In generd, nonpublic personal information is any persondly
identifiable financial information about the consumer, other than publicly available
information.* Nonpublic personal information includes not only spedfic information about an
individual’ s finances — such as amual income, outstanding loans, and payment history — but also
any identifying information — such as an individua’s Socia Security number, address and

¥ See GLBA, tit. V, 113 Stat. 1436-1445 (15 U.S.C. § 6801 et seq.).

¥ Under sultitle A of tile V of the GLBA, afinancial institution generally is any banking institution, securities
entity (such as a broker-dealer, mutual fund, or investment adviser), or insurance company, as well as any other
business that engages in activities that are financial in nature under section 4(k) of the Bank Holding Company
Act of 1956. See 15 U.S.C. 8 6809(3); 12 U.S.C. § 1843(k).

“ Under the GLBA, a consumer is an individual who obtains from afinancial institution financial products or
services tobe used primarily for personal, family, or household purposes. See GLBA sec. 509(9) (15U.S.C. §
6809(9)).

“! The FCRA, however, requires financial institutions to give individuals notice and the opportunity to block the
sharing of certain information among affiliated companies. See 15 U.S.C. § 1681a(d)(2)(A)(iii).

“2 The federal regulators for the various categories of finarcial institutions subject to the GLBA have isuied
comparable implementing regu ations that require full compliance begnning July 1, 2001. See 65 Fed. Reg.
35161 (June 1, 2000) (Federal Reserve Board, Federal Depost Insurance Corporation, Office of the Comptrdler
of the Currency, Office of Thrift Supervision); 65 Fed. Reg. 40333 (June 29, 2000) (Securities and Exchange
Commission); 65 Fed. Reg. 31721 (May 18, 2000) (National Credit Union Administration;) 65 Fed. Reg. 33645
(May 24, 2000) (Federal Trade Commission). Implementi ng regulations of the various State insurance regulators
are still pending.

® See GLBA secs. 502, 503 (15 U.S.C. §8§ 6802, 6803).

“ 65 Fed. Reg. 35198 (June 1, 2000)(to be codified at 12 C.F.R. § 40.3(n)).
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telephone number — that is obtained by afinanaa institution for the purpose of providing a
financid product or serviceto theindividual.* In addition, the fact that an individual has obtained
afinancial product or service from a financial institution as a consumer, or has a customer
relationship* with afinancia institution, isnonpublic persond information if it is not publicly
available*

If the consumer exercises his right to opt out of the disclosure of his nonpublic personal
information, the financia institution must honor the consumer’s opt-out direction until the
consumer revokes it.*®* Furthermore, the opt-out direction applies to any nonpublic personal
information collected by the finanaal institution that is related to the institution’s customer
relationship with the consumer, even if the customer relationship has terminated.” Consequently,
the opt-out direction continuesto be effective asto nonpublic personal information collected by a
finandal inditution as a party in interest in a bankruptcy proceeding filed by oneof itscustomers
or former customers.*

Although adebtor’'s opt-out direction continues to gpply during the bankruptcy process, it
generally does not apply to information that is publicly available>* A financial irstitution may
consider information to be publicly available if the ingtitution reasonably believes that the
information is lawfully made available to the generd public from, among other sources, federd
government records.® Asdiscussed above, documents filed in bankruptcy cases are generdly
available for public inspection pursuant to § 107(a) of the Bankruptcy Code™ and current judicial
branch policy. These documents include the identities of a debtor’s creditors and detailed
information about his assets and liabilities. Consequertly, the existence of a debtor’s customer
relationship with afinancid institution and the details of that relationship become publicly
available as aresult of a bankruptcy filing and, therefore, would not be subject to the debtor’s
right to opt-out of disclosure by the financia ingtitution.>

* A consumer’s account numbers and access codes for credit card, deposit, and transaction accounts also are
nonpublic personal information. The GLBA bars afinancial institution from disclosng this type of information to
non-affiliated companiesfor marketing purposes, except in certain limited drcumstances See 15 U.S.C. §
6802(d); See, e.g., 65 Fed. Reg. 35203 (June 1, 2000) (to be codified at 12 C.F.R. § 40.12).

“ A customer relationship is a continuing relationship between a consumer and a financial institution under which
the financial institution provides one or more products or services to the consumer that are to be used primarily for
personal, family, or household purposes. See, e.g., 65 Fed. Reg. 35197 (June 1, 2000)(to be codified at 12 C.F.R. §
40.3(1)(2)).-

65 Fed. Reg. 35198 (June 1, 2000)(to be codified at 12 C.F.R. § 40.3(0)(2)(C)).

% See, e.g., 65 Fed. Reg. 35202 (June 1, 2000) (to be codified at 12 C.F.R. § 40.7(g)(1)).

® See, e.g., 65 Fed. Reg. 35202 (June 1, 2000) (to be codified at 12 C.F.R. § 40.7(g)(2)).

% See, e.g., 65 Fed. Reg. 35202 (June 1, 2000) (to be codified at 12 C.F.R. § 40.7(g)(2)).

* See GLBA sec. 509(4)(B) (15 U.S.C. § 6809(4)(B)). In some cases, a corsumer’s opt-out direction will apply to
publicly available information, such as where it is made part of alist of consumers that isderived from nonpublic
personal information. See, e.g., 65 Fed. Reg. 35198 (June 1, 2000)(to be codified at 12 C.F.R. § 40.3(n)(2)(i)).

%2 See, e.g., 65 Fed. Reg. 35199 (June 1, 2000) (to be codified at 12 C.F.R. § 40.2(p)(1)(i)).

11 U.S.C. §107(a).

* The one exception may be in the case of account numbersand account codes for a debtor’ s transaction accounts.
The GLBA gererally prohibits financial institutions from dsclosing this information to noraffiliated companies
for marketing purposes, without regard to whether the information ispublicly available. See 15 U.S.C. § 6802(d);
See, e.g.,65 Fed. Reg. 35203 (June 1, 2000) (to be codified at 12 C.F.R. § 40.12).
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In contrast, other financial information about the debtor that is generated in a bankruptcy
case may be available only to partiesin interest. For instance, in a Chapter 13 case, adebtor’s
record of making paymentsto a trustee pursuant to a payment plan generdly is not the type of
information that would be included in a document filed with the court. The trustee may provide
this information to the partiesin interest, however, o that they may verify that the trusteeis
distributing payments in accordance with the terms of the plan. Thistype of information probably
would not be considered to be publicly available under the GLBA and, therefore, might be sulject
to a debtor’ s right to opt-out of disclosure of the information.

In sum, the GLBA’s disclosure limitations appear to have limited applicability in the
bankruptcy context because a large amount of informetion detailing a debtor’ s customer
relationship with afinandal institution becomes part of the public record in a barkruptcy
proceeding and, therefore, is outsde the scope of the GLBA.

3. THE NEED FOR GENERAL PUBLIC ACCESS TO FINANCIAL
INFORMATION IN BANKRUPTCY

This chapter examines the need for access by the genera public to financid information in
bankruptcy proceedings. In particular, this chapter reviews the two main purposes of access:
fecilitating the fair and efficient dgoosition of cases, and pronoting pubic trug and accountability
in the bankruptcy sysem.

3(a) Facilitating the Fair and Efficient Disposition of Bankruptcy Cases

As discussed above, a debtor must file with the bankruptcy court schedules listing assets,
income, liahilities, the namesand addressesof all creditors, and the amount owed to each creditor.
Thisinformation generaly is necessary for the identification and collection of assets and the
proportionate dstributionto creditors that is central to the bankruptcy process.

The clerk of court usestheinformation contained in the debtor's schedules to notify al
liged creditors that the debtor has filed a bankruptcy petition. Once the creditors receive notice,
they are required to file proofs of claim in order to share in any distribution from the debtor's
property. Creditors use the account number s and the Socia Security number provided by the
debtor to positively identify the debtor, whose name may be similar to that of other account
holders. Account balance information submitted by the debtor alowsthe creditor to compare the
amourt the debtor thinks he or she owes the credtor with the creditor’s ownrecords. In
addition, by looking at the amount of the debtor’ s other liabilities, the nature of those liabilities,
and the debtor’s assets and income, the creditor can evaluate what if any dividend it will receive
onitsdaim.

The information in the schedules and the statement of financia affairs aso allows the
trusteeto chdlenge unjudified clans by creditors, investigate possible misconduct by the deltor
before and during the bank ruptcy, and recover claims that the bankruptcy estate may have
against third parties, including entities who may have received fraudulent transfers or preferential
payments from the debtor during the period immedi ately before bankrupt cy.
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At theend of the liquidation process, individual debtorsnormally receive a"discharge™ of
all pre-bankruptcy clamsagainst them, except for certain non-dischargeable claims, such as
support of dependents or taxes. Any paty ininterest, including creditors and the trusteein
bankruptcy, may object to the discharge of a particular claimor to the debtor's general discharge,
on grounds such as fraud by the debtor (eg., that debtor faled to disclose dl assets). If atimdy
objection is made, the barkruptcy court will hold a hearing. The financial information contained
in the debtor's schedules and statement of affairs isimportant inthe determination by atrustee,
creditor, or law enforcement investigator of whether adebtor hastried to defraud asingle creditor
such that a goecific clam should not be discharged or whether the debtor hastried to defraud dl
creditors such that the debtor should be denied a general discharge.

In a Chapter 13 case, the trustee will use theinformationin schedules filed by the deltor
to determine whether the debtor is igible for relief under Chapter 13 and whether the debtor's
repayment plan meets the requirement s of the Bankruptcy Code. T he creditorswill usethe
information to determine whether to object to confirmation of the plan.

3(b) Promoting Public Trust and Accountability in the Bankruptcy System

Section 107(a) of the Bankruptcy Code codifiesthe generd public's right under conmon
law to inspect and copy public documerts, including judicial records.> The right of generd public
access to court case filesis asubset of the more general public “right to know” about the
workingsof government. The courtshave consistently recognized the sal utary purposes of
generd public access, focusngon the public’s need to ensure judicial fairness and accountability.
Courts have noted, for example, that generd public access to court records: “allows the citizerry
to monitor the functioning of our courts, thereby inauring quality, honesty, and respect for our
legal system” ;> “diminish[es] possibilities for injustice, incompetence, perjury and fraud”; and
promotes “a more complete undergand ng of our judicial system and a better perception of its
fairness”*

4. PRIVACY INTERESTS IN FINANCIAL INFORMATION IN BANKRUPTCY

This chapter examines the protection of personal finandal information and the specid
privacy interests of debtors.

4(a) Privacy Interests in Financial Information

Privacy is considered by many Americans to be a fundamental right. Over time, the legal
framework protecting individua privacy has evolved to respond to changesin the way sensitive
personal information is obtained, retained, and used. Personal financial records, which can
include lists of purchases, bank account numbers, and other unique identifiers, contain some of the

% See 2 Collier on Bankruptcy, 1107.01 (Matthew Bender 15" Ed. Revised).
% In re Continental Illinois Securities Litigation, 732 F.2d 1303, 1308 (7[h Cir. 1984).
st Republic of the Philippines v. Westinghouse Electric Corp., 949 F.2d 653, 660 (3d Cir. 1991)
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most sensitive information about individuals. If used unscrupuloudly, this information can cause
substartial harm.

In aworld of paper records and unaffiliated financia ingtitutions, which characterized the
U.S. finandal sysem for most of its history, financial privacy concerns were relativdy minor.
Information on individuals was difficult to obtain, was not widely shared among ingtitutions, and
was hot gererally used as an asset for marketing or other purposes. Today, however, three mgjor
developments are raising new concerns about protection of personal financia information.

First, financial information now flows much more rapidly, and in much greater volumes,
than ever before. An ordinary desktop computer is now significantly more powerful than the
mainframe of 30 years ago, and can sore, manipulate, and analyze far more information at vastly
lower costs. Advancesin telecommunications allow this information to be sent anywhere in the
world instantaneoudly, at similarly low costs. These technological developments have created
opportunities for the sharing of information among institutionsthat were scarcely envisioned even
afew yearsago. In addition, the advert of large databases available through the Internet creates
new opportunities for accessby the genera public to information about individuals, often without
the sulject’s knowledge or consent. The free flow of information that is now possible offers
many advantages in economic efficiency and individual well-being. At the same time, it poses
potential new threats to a debtor’ sprivacy.

A second key change is the growing integration and consolidation among finandal
services providers. Interstate banking and branching have allowed banks to grow larger than ever
before, and the removal of regulatory restraints has dlowed financial services organi zationsto
enter linesof business tha werepreviously off limits Barks, for example, may now dfiliate with
firmsranging from travel agenciesto hedth insurance providers. Thisintegration will alow firms
and consumers to bendit from “economies of scalg” in which the provision of related financial
services together can better meet consumers’ demands at alower cost. But these economies
stem, in part, from an ability to share consumer data across affiliated entities— and that sharing
also raseslegitimate privacy concerns

A third change isthe increasing use of electronic means of purchasng and paymert.
Americans increasing use of credit cards, debit cards —and mor e recently eectronic bill payment
—inlieu of cashnow allows finandal services companies to collect enormous amounts of detailed
information about an individud’ stransactions. Until recently, neither ingtitutions nor individuals
were ableto create detalled lifestyle portraits using such information.

The creation of electronic case filesand the dedronic coll ection and dissemi nation of
bankruptcy information are in their earliest stages. Data on the actual harm resulting from these
developments arerelatively scarce. However, these developments could create arisk for possble
misuse or objectionable re-use. As the comment submitted on behdf of 20 State Attorneys
Generd noted, “the ready availability of such information, particularly when it may be easly
obtained and copied from dectronic filingstha can be accessed from the Internet, grestly
increases the concer ns about the uses to which the data might be put. . . . The ability to obtain
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large amounts of information at low cost makes the use of barkruptcy data for commercial
purposes economically feasible in ways that were not possible when the data had to be hand-
gathered in personfromindvidual derk’s offices”

The consequence of each of these developments can be better targeting of finandal
products to individual consumers, which canlower prices and improve service. However, these
trends also may increase the risks of illega, discriminatory, or invasive uses of highly sengtive
personal information. Included among the concerns raised by the State Attorneys General and
privacy advocates are:

Identity Theft. More widespread availability of information such as Social Security numbers,
credit card numbers, and other personal identifiers create greater opportunitiesfor unscrupulous
individualsto commit identity theft.

Predatory Lending. Greater sharing of information within and among financial institutions
could lead to an increase inthe use of such information by unscrupulous lenders. For example,
mark eters engaged in predatory lending may use thisinformation to target especially vulneraole
debtors. Although limiting access to detaled persond information in barkruptcy filings will not
by itself diminate predatory lending practices, it isone sep that can be taken to addressthis
problem.

4(b) Special Privacy Interests of Debtors in Bankruptcy

Beyond these generd financial privacy concerns, the bankruptcy processrases some
particular issues involving the handling of financia information. Much of the data available to the
generd puldic froma bankruptcy proceeding gererally is not readily availalde from other sources.
Thisincludes: bank account numbers and funds in those accounts; Social Security numbers;
market value of real property; maket value of automobiles; employment income cash on hard;
alimony and other support due; dimony and other support owed; account nunbers with creditors
and amount owed to creditors; and medical expenditures, among other information. Although
credit reporting agencies currently are permitted to provide somefinancial informetion to private
entities and individuals, they are subject to specific regulations and penalties for improper
disclosure. The comprehensive nature of the information required in bankruptcy proceedings, and
the fact that such information is often restricted in other contexts, suggeststhat there may be
reasons to reconsider the current system, which alows unrestricted access to such data by the
genera public.

In addition, deltors in bankruptcy face a combination of two circumstances that may make
them particularly vulnerable to misuse of data available about them. First, debtorsin
bankruptcy are by definition facing extraor dinary financial difficulties. Many end up inthe
barkruptcy systeminorder to relieve presaure from coll ection agentsand others who threatento
repossess homes and other real property. As noted in arecent joint report of the Treasury
Department and the Department of Housing and Urban Devel opment, such consumers often are
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targeted for credit offers on unfavorable terms exacerbating a cycleof financial trouble.*®
Second, once a debtor enters bankruptcy, he or she cannot receive a bankruptcy discharge for
another seven years under Chapter 7, or three years under Chapter 13. Consequently, if an
individua coming out of bankruptcy falsvictimto a predatory practice and landsonce again in
financid difficulty, he or shewill have no recourse to the bankruptcy sysem to protect basic
assets such asa home

5. MODELS FOR BALANCING PRIVACY AND ACCESS
5(a) Introduction — Case-by-Case Determinations

In deermining how the competing interests in accessto informationand protection of
personal financial information may be balanced in the consumer bankruptcy process, it ishelpful
to compare the approach embodied in current bankruptcy law to approaches used in other
contexts.

The federal bankruptcy statutes and case law under them reflect a case-by-case approach
to balandng accessby the general pubic and protection of personal financial information, with
that balance we ghted heavily infavor of accessfor the genearal public and parties in interest,
except asto “scandalous or defamatory” information. Under common law in non-bankruptcy
cases, there is a presumption that court records are open to the public, though courts exercise
discretion in balancing interests in access by the general public and individual privacy interests,
and may seal records or grant protective orders upon the showing of a compelling interest.®
Similarly, with respect to federal exeautive branchrecords, the courts use a balancing test under
the Freedom of Information Act to weigh individuals' interests in preverting “clearly unwarranted
invasions of personal privacy” from the disclosure of personal information in government records,
veraus the general public’s interest in accessto records in order to shed light on the workings of
the govemment *°

% See Curbing Predatory Home Mortgage Lending: A Jaint Report, U.S. Department of Housng and Urban
Development and U.S. Department of Treasury at 72 (June 2000).

% See e.g., United States v. Beckham, 789 F.2d 401, 409-15 (6th Cir. 1986)(trial court "must set forth subgantial
reasons for denying" access to its records).

%5 U.S.C. §8552(b)(6); see U.S. Dept. of Justice v. Reporters Committee for Freedom of the Press, 489 U.S. 749,
772 (1989). In Reporters Committee, a case involving a database of information summarized in a criminal "rap
sheet," the Supreme Court recognized a privacy interest in information that ispublicly available through other
means, but is "practically obscure." The Court specifically noted:

the vast difference between the public records that might be found after a diligent search of
courthouse files, county archives, and local police stations throughout the country and a
computerized summary located in a single clearinghouse of information.

489 U.S. at 764. In weighing the public interest in releasing personal information against the privacy interests of
individuals, the Court identified a public interest in access to information that would "shed light on the conduct of
any Government agency or official,” 489 U.S. at 773, not information about a particular private citizen. The
Court also noted "the fact that an event is not wholly private does not mean that an individual has no interest in
limiting disclosure or dissemination of the information." 489 U.S. at 770.
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5(b) Rules Based Models

As an alternative to calling on the courts or others to determine whether personal
information should be disclosed or kept private, one could also use a “rules-based approach,”
which would generally apply across the board. Each of the following models for balancing access
by the general public and thedebtor’ sprivacy can be viewed on acontinuum from a fully opento
afull closed system of information management. Although there are many differencesin the
particulars of such sets of rules, they usually combine elemerts of three basic conceptual models,
which restrict access by the general public to information based upon: 1) the content of the
information; 2) the identity of the recipient of the information; or 3) the recipient’ s intended use of
— or ability to use — the information.

This section briefly describes these three conceptual models for access and gives exanples
of how they arereflected in paticular satutesor rules. Itthenoutlinesa sat of generdly
recognized “fair information principles’ that may provide additional guidelines for the
implementation of any of these models. Findly, it illustrates how the access modes and fair
information prindplesare combined in practiceinto hybrid approaches that achieve a balance
between the protection of personal information and access appropriate to a particular stuation.

Limits on Access to Information Based on the Content of the Information

One approach to protecting persond information is to limit access by the generd public
based on the content of theinformation. Some types of information may be considered more
sengitive than others because of the consequences that may result from disclosure of the
information. For instance disclosure of personal health information or genetic information may
result in inappropriate discriminaion agang an individual in aredit or employment decisons
Disclosure of certain personal identifiers or financial account information, such as an individua’s
Social Security number, may facilitate identity theft.

The Administration hasrecognized a number of categories of sensitiveinformation and has
taken steps to establish enhanced protections in these areas, including: consumer financial
information, Social Security numbers, individual health information, and information collected
from children on the Internet. There are sevara federal laws that incorporate enhanced privacy
protections for these categories of information. The Administration has also proposed additional
protections for personal information held by financial institutions For instance:

» The GLBA, which generally alows financial institutions to share consumers' personal
financial information with non-affiliated companies under specified conditions, places stricter
limits on sharing of account numbers and accournt codesfor aconsumea’ s transaction
accounts.

* ThePresdent’s proposed Consumer Financia Privacy Act (introduced in both the House and
Senate in May of 2000) would amend the GLBA to impose stricter limits on financial
institutions' disclosure of consumers health information and information about a consumer’s
personal spending hakits.®*

8 See H.R. 4380, 106™ Cong, 2d Sess. secs. 3, 4 (2000); S. 2513, 106™ Cong, 2d Sess. secs. 3, 4 (2000).
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* TheChildren's Onlire Privacy Protection Act limitsthe arcumstancesinwhich web-site
operaors may collect persorally i dentifiable information from children on the Internet.®

» TheDriver s Privacy Protedion Act of 194 (DPPA), which limitsthe extert to which date
departments of motor vehicles may disclose information about individuals in motor vehicle
records, places stricter limits on disclosure of an individual’s photograph or image, Social
Security number, and medcd or dsability information than on other personal information
contained in such records.®®

Limits on Access to Information Based on the Identity of the Recipient

Another approach to protecting personal information is to limit the categories of entities
eigible to receivetheinformation. A particular industry, market, or activity may be structured in
amanner that makes identity-based distinctions feasible or desirable The current bankruptcy
system, with its distinction between “partiesin interest” and al other private individuals and
entities, illustrates how such divisons can be made in statute or regulation. A clear example is
provided by the GLBA, which limits the conditions under which a financial institution may
disclose consumer s persond financia information to entities that are not affiliated with the
financid institution Disclosures of suchinformationto affiliated companies incontrast, arenot
restricted.®

Most federal laws that limit access by recipient also explicitly limit the purpose for which
recipients may use the information, as discussed in the next section. Even wherealav doesnot
impose an explicit purposelimitation on therecipients, there may be an implicit limitation on how
they use the information, based on other lawsthat govem their conduct.®®

Limits on Access to Information Based on a Recipient’s Use of the Information

Another method for protecting the deltor’ sprivacy interestsin personal irformation is to
restrict the purposes for which the information may be disclosed to another entity and/or the
purposes for which the information may be re-used and re-disclosed by recipients. There are
severa federa lavs governing the use, collection, or disclosure of personal information that
reflect this approach to some degree. These include:

»  ThePrivacy Act of 1974, which generally permits afederal agency to collect, use,
and disseminate only such information aout an individual as isrelevant and necessary
to accomplish a purpose of the agency se forth in a statute or Executive Order.®

* The GLBA, which specifies certain purposes for which financial institutions may

8 See Pub. L. 105-277, div. C, title X111, 112 Stat. 2681-728 (Oct. 21, 1998).
8 See 18 U.S.C. 2721(a), (b) (as amended by Pub. L. No 106-346, sec. 309 Stat. __ (Oct. 23, 2000)).
® See GLBA secs. 502, 503 (15 U.S.C. 88§ 6802, 6803).
% For example, where the recipient of personal information about an individual is afiduciary to the individual , the
recipient likely is subject to alegal duty to refrain from appropriating the information for its own benefit.
% See 5 U.S.C. § 552a(€)(1).
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disclose consumer’s personal financial information to non-afiliates without a
consumer’ s permission, and the purposes for which such information may be re-
disclosed.®’

* TheRight to Financial Privacy Act, which identifies the purposes for which a federal
agency may obtain anindividual’s financid recordsfroma financid institution
without following certain procedures spedfied in the statute.®®

*  The DPPA, which gecifies the perm ssible purposes for which gate departments of
motor vehid es may disclose information about individuals in motor vehicle records to
any person or ertity, as well as the permisgble purposesof any resale or re-disclosure
of the information.®

*  TheFCRA, which specifies the permissible purposes for which consumer reporting
agencies may sell individual’ s credit reports to other entities.”

Although these laws addr ess bodies of information created for avariety of different
purposes, they al generaly alow the use or disclosure of information for one or more of the
following purposes: ™

» |aw enforcement/legal compliance

e useinjudicia proceedings

o fraud prevertion

» protection of public or individud safety
* research

In sum, statutes based on the purpose limitation mode establish agenerd rule
prohibiting or placing conditions on the collection, use, or disclosure of persond information,
except where those activities are done for one or more purposes specified inthe statute.

% See 15 U.S.C. § 6802(b)(2), (€); see, e.q., 65 Fed. Reg. 35203, 35204 (Jure 1, 2000) (to be codified at 12 C.F.R.
8§ 40.11, 40.13).

% See 12 U.S.C. 88 3402-3413.

% See 18 U.S.C. § 2721(a)-(c) (as amended by Pub. L. No 106-346, sec. 309 Stat. __ (Oct. 23, 2000)).

" See 15 U.S.C. § 1681b(a).

™ See 5 U.S.C. § 552a(b) (Privacy Act of 1974); 12 U.S.C. 3413 (Right to Financial Privacy Act); GLBA sec.
502(e) (tobe codified a 15 U.S.C. §6802(e)); § 18 U.S.C. 2721(a), (b) (as amended by Pub. L. No 106-346, sec.
309 Stat.  (Oct. 23, 2000))(DPPA); 15 U.S.C. 88 1681hb, 1681u (FCRA).
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5(c) Fair Information Principles

Asnoted above, “fair information principles’ (FIPs) do not provide arationae for the
dissemination of particular types of information to particular groups. However, once
policymakers have decided which entities have aright to receive which information, FIPs provide
Important guidance for implementing privacy policiesin amanner that is consstent and
transparent. FIPsfirst were articulated in aHealth, Education, and Welfare Commission report
on privacy in 1973. In 1980, the Organization for Economic Cooperation and Development also
established requirements for protecting privacy built around a comprehensive set of FIPs. As
discussed in thenext section, severd exiging statutory schemesgoverning repositories of
personal information incorporate one or more of these principles, which are:

* Notice- Entities collecting personal data from individuals should provide them notice about
what uses will be made of that information and/or for what purpose.

» Limitationon Colledion- Entities should limit the data they collect to what is necessary to
their purpose.

« Limitationon Use - Entities should not disclose data for purposes other than those specified,
except as authorized by law.

» Choice- Entitiesshould provide, where gppropriate, choice asto how their information will
be used and/or disclosed, particularly when the information is being used or disclosed beyond
the stated purpose of the information collection.

* Access- Individuals should have reasonable access to the information that entities hold about
them. They also should have the right to request correction or deletion of incorrect
information.

e Secuity - Entitiesshoud ensure tha the persond data they oollect is seaure from
unauthorized access and disclosure. This includes not only network security, but also physical
security of data (e.g., locked cabinets where appropriate) and personne security (e.g., limiting
accessto personnd whose functionsrequire such access).

» Acoountability - There should be anenforcemert or other mechanismto ensure that entities
are held accountablefor complying with these principles

5(d) Hybrid Models

Existing federd laws that govern collection, mantenance, and disclosure of databases of
persona information usualy are hybrids of the various modds discussed above. Asa darting
point, these laws often specify a category of information to which special requirements — such as
access limitations and security standards — will apply. The limitations on private entities' access
to the information may include one or more of the FIPs, suchas requiring notice and choice for an
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individua before his persona information is disclosed, as well as limitations on the use of the
information, oncedisclosed. Exiging lavs also may incorporae other FIPs such as the right for
consumers to review their information and have errors corrected. In addition, existing federal
laws governing collection, use, and disclosure of persond information usually include mechanisms
for enauring the acocountability of those who maintain the databases at issue, through regulatory
enforcement and/or private rights of action.

For example, the GLBA and the FCRA each reflect a combination of these approaches as
with many other stat utes governing privacy, GLBA includes an exception to access and re-use
restrictions to allow information to be shared for law enforcement and other governmental
purposes when gatutory sandardshave been met;’? and FCRA smilarly allows the protected
information to be shared for law enforcement and governmental purposes.

GLBA

Type of Information Covered:

8§ Persondly identifiable financia information about a consumer, other than publicly available
information, held by the consumer's finand al institution

8 Anylist, desription, or other grouping of consumers (and the publicly availabde information
pertaining to them, such asther addresses) that is derived using any persondly identifiable
finandal information that is not publicly available, such as account numbers

Eligible Recipients/Notice & Choice:

8 A finandal institution may disclose a consumer'sinformationto:
e any affiliated company
e any non-affiliated company, provided the consumer receives notice of the
disclosure and does not opt out

* Non-affiliated companies may re-disd ose the information to other non-affiliated
companies described in the notice given to the consumer

Purpose Limitations:

« A financia institution may disclose a consumer's information to non-affiliated companies
without the consumer's permission for purposes such as:
» to effect, administer, or enforce a transaction authorized by a consumer
» to protect the confidertiality or security of the financial inditution's records
» to protect against or prevent actual or potentia fraud, unauthorized transactions,

2 See GLBA sec. 502(e)(5) (15 U.S.C. §6802(€)(5)).
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claims or other ligbility

8 Entitiesthat receive information for one of the permissible purposes specified above
generally may re-disclose or re-use the information only to carry out the activity for which the
disclosure initially was made

Security:

8§ Financid institutions arerequired to ersurethe security, integrity, and confidentiality of
customer records

Accountability:

8§ Federd finanda regulators may take a range of ernforcement actions including cease-and-
des g orders, restitution orders, and civil money penalties, against institutionsthat fail to
comply with the consumer financial privacy requirements of the GLBA

FCRA
Type of Information Covered:

8§ Consumer report information -- i.e., persond data bearing on an individual’s cr edit
worthiness, credit standing, credit capacity, character, general reputation, personal
characterigtics, or mode of living, where the information is collected or communicated to be
used to make determinations about the individual, such as eligibility for credit, insurance,
employment, or for other purposes per mitted by the FCRA

Eligible Recipients:

8§ Consumer reporting agencies may provide consumer reportsto entities that intend to use the
information for a permissible purpose

Purpose Limitations:
Permisdble purposes for the disclosure of consumer reports include:

In responseto acourt order or grand jury subpoena
In accordance with the written instructions of the consumer who is the sulject of the report
For child support collection purposes, if requested by an appropriate state or local agency
For specified business purposes, such as:

» inconnection with acredit transaction or insurance underwriting involving the

individual
» to determine the individud’ s digibility for alicense or other government benefit
» in connection with an offer of credit or insurance to individuals meeting specified

w W W W
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criteria
» inother gecified circumstances involving alegtimate bus ness need in comedtion
with atransaction initiated by the consumer

Individuals’ Access and Correction Rights:

8§ Anindividua may obtain acopy of theinformation in his or her file at a consumer reporting
agency and may digpute the accuracy and compl eteness of the information
Security:

§ Consume reporting agencies must have proceduresto verify the identities of recipients of
consumer reports and the permissible purposes for which the reports will be used

Accountability:

8 TheFCRA providesfor enforcement by federal agerncies and the States, and permitsprivate
rights of action by consumers

The relative complexity of the various requiremerts of the GLBA and the FCRA
demonstrates the challenge of accommodating the interests of all parties that may have a stake
in how various typesof personal information are collected, maintained, and disseminaed.
These laws a'so make clear that different approaches and combinations of approaches may be
appropriate in different contexts. Thisis particularly the case where a database contains a
number of dfferent types of information, some of which may be more sensitive than others

The personal information about a debtor collected and aggregated in the course of a
conume barkruptcy proceeding may be oneof the mog comprehensive databases of
information ever created about the debtor. Moreover, as discussed above, there may be alarge
number of competing individual and institutional interests in accessto and security for that
database. Consequently, it seems clear that some combination of the models discussed above,
as well as other new approaches tailored to the needs of the bankruptcy process, will be needed
in balancing individua privacy interests and rights of access to information inthe bankruptcy
context.
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6. CONCLUSIONS

This chapter detals a series of findings and recommendations regarding the privacy-
access balance for the bankruptcy process.

(a) Findings
6(a)(i) Access to Information is Necessary for Case Administration

The rights of partiesin interest and the fair and efficient administration of cases require
that certain personal information be available to the courts, parties ininterest, and governmental
entities. Creditors, trustees, creditors and debtors attorneys, other partiesin interest, and
governmentd entities often need detailed financial information about debtorsinorder to
efficiently carry out their respective functions.

6(a)(ii) Access to Information is Necessary to Ensure Accountability

Ensuring public accountability and preventing abuses of the bankruptcy systemrequire
that some personal information filed in barkruptcy cases be available to the general public. In
the bank ruptcy context, accountability includes the public's policing of debtors use of the
system, as well as eval uating how the systemisworking overall. As with theadminigration of
justice more generally, public access to some personal information is necessary so that the press,
oversight organizations, and others can assure accountability.

6(a)(iii) Debtors Have A Privacy Interest in Certain Highly Sensitive Information

Certain persond information collected in bankruptcy proceedingsis highly sensitive and
is protected from accessby the general pubic in other contexts by finandal privacy laws.
Individual debtors have aprivacy interest in such information that is not expresdy recognized in
the current bankruptcy sysem. Theincreasing ease of electronic accessto this information is
heightening debtors' interests in ensuring that this information is protected.

6(a)(iv) Storage of Personal Information in Government Electronic Systems Poses
New Privacy Concerns

Information held by government, including the judicial branch, increasingly is being
collected, stored, and transmitted electronically. While the use of electronic systems by the
government provides better service to users, mor e efficient processing of transactions, and a host
of other benefits for the American people, there isa corresponding need to safeguard the privacy
of persoral informetion that is electronically compiled and transmitted to private entities.
Because electronic systemscreate the capability to release greater amounts of personal
information to more remote and anonymous users, the shift to electronic sygems will sometimes
require add tional protections in order to avoid a large increase in theactud levd of disclosure of
persona information.
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6(b) Recommendations™
6(b)(i) Balance Interests in Efficiency, Government Accountability, and Privacy

The Study Agencies recommend that the goal of protecting personal financial
information be given increased emphasis in the bankruptcy system. Bankruptcy
information policy should better balance society’s interests in fair and efficient case
administration, bankruptcy system integrity, government accountability, and the
debtor’s privacy. As electronic tools for accessing case information develop and
improve, there is an increased need for analysis of access issues to ensure the
integrity and proper administration of the system.

Upon filing for bankruptcy, a debtor gets the immediate relief of the automatic day that
precludesvirtually all collection actions aganst him or her, and the prospect of adischarge of
any further obligation to repay hisor her debts. In order to obtain such relief, however, the
debtor must mak e detailed disclosures of hisor her persond financid information at the
commencement of the case, or soon thereafter. T he bankruptcy system currently treats the
debtor’ spersonal financial information as* open record” information that is generally avalable to
the public. While this approach well serves the important functions of fair and efficient case
adminidration and acocountalility in government, it may not provide adequate protection of
personal finandal information.

The growing use of computer technology and electronic communications will have an
impad on debtors' privacy interests in the personal information they provide in the bankruptcy
process. Prior to recent technological advances, information provided by individuds in
barkruptcy was accessible only by requeging a copy of the debtor’s schedules from the court, or
by reviewing the bankruptcy file & the court. However, the proliferation of electronic
technology now dlows, or will soon alow, myriad private entities or individuas to obtan
unmediated and widespread accessto an individud’s most sengtive information. With the
widespread use of the I nternet, dmost anyone can anonymously obtain the most personal details
of an individual’s life without limitation on how the irformation is used.

The Study Agencies believe that debtors should not be required to forego reasonable
persona privacy protections and expose themselves unnecessarily to risk in order to obtain the
protections of bankruptcy. Rather, there should be a balance between debtors interests and
other needs of the bankruptcy system

% The followi ng recommendations are proposed to address issues of access and re-useof personal finandal
informati on in bank ruptcy cases by pri vate entities. They are not to be read to apply to access and use by
governmenta entiti es, includi ng law enforcement or regulatory agencies, or the communicati on of thisinformation
by o to thesegovenmental entities Governmental use and accessis outsde the smope o this Study.
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The recommendation for balancing of interestsin the bankruptcy process is supported by the
following public comments:

Mary Jo Obee, Chief Deputy Clerk of the U.S. Bankruptcy Court of the Western District of
Oklahoma, commented that unlimited access to bankruptcy information: (1) harms privacy
rights by providing greater access than necessary to achieve the public benefit; (2) limits
the fresh start by placing a stigma on debtors; (3) contributes unnecessarily to threats of
physical harm to parties; (4) contributes unnecessarily to identity theft, credit fraud and
lender redlining; and (5) under new technology, may hinder individuals from seeking
redress under the bankruptcy laws.

The Federd Trade Conmission commented tha concern regardng the avail ahility of
sensitive information is heightened with the increasing availability on the Internet of courts
public record data.

The Privacy Rights Clearing House commented that with the widespread use of the
Internet, almost anyone can anonymously obtain access to the most personal details of an
individual’s life without limitation on how the information is used.

The Center for Democracy and Technology commented that if computerized systemsare
designed without an eye towards protecting privacy, they can enlarge existing privacy
loopholes and present unique chalengesto protecting privacy.

TheNew Jrsey League - Community and Savings Barkerscommented that it supports
effortsthat properly balance the legitimate information sharing needs of a creditor with the
obligations to protect consumer privacy.

6(b)(ii) The General Public Should Have Access to Core Information

The Study Agencies recommend that the general public continue to have access to
some general information so that the public can hold the bankruptcy system
accountable. This information includes the fact that an individual has filed for
bankruptcy, the type of bankruptcy proceeding, the identities of parties in interest,
and other core information.

At the same time, the Study Agencies recommend that the general public not have
access to certain highly sensitive information that poses substantial privacy risks to
the debtor. This information may include, among other items: Social Security
numbers, credit card numbers, loan accounts, dates of birth, and bank account
numbers. Similarly, the Study Agencies recommend that schedules that show
detailed profiles of personal spending habits and debtors’ medical information be
removed from the public record.

-30-



Finally, the Study Agencies recommend that special attention be given to
protecting information regarding entities or individuals who are not parties to the
bankruptcy proceeding. This includes detailed personal and financial information
regarding non-filing spouses, relatives, or business partners.

Bankruptcy cases are different from other civil litigation.”* For example, the schedules
that are required to be filed early in abankruptcy case include information that far surpassesthe
notice standard of traditional civil litigation. Bankruptcy cases try to anticipate all financial
information that a creditor would need to evauate itsrights against the debtor, and requires the
debtor to provide that informeation.

Certain general information in the bankruptcy system should remain available to the
general public in order to dlow members of the press ovesight organizations, and others to
monitor the functioning of the executive branch (e.g., United States Trustee Program), private
trustees, and the courts in barkruptcy cases. General information that fdls into this category
includes, anong other data items the fact that anindividual has filed for barkruptcy; the type of
bankruptcy proceeding; the identities of parties in interest; and other core information necessary
to serve theaccountahility fundion.

The Study Agencies believe that an appropriate balance can be achieved if the process
provides generd public access to the core information while limiting access and use of senditive
informeation to partiesin interest and for governmenta purposes. The Study Agencies bdievein
promoting public accountakhility, but are concerned tha unlimited general public access to

barkruptcy information may harm debtor privacy rightsby providing greater access to private
entities than necessary to achieve apublic benefit while contributing unnecessarily to identity
theft, threats of physical harm, credit fraud, and lender redlining and individual profiling. That
concern is heightened with the increasing availability on the Internet of Social Security numbers,
credit card numbers, bank account numbers, loan account numbers, dates of birth, and other
sensitive personal information.

Therisk of identity theft and predatory lending practices may be increased by the
disclosure of schedules that show the profiles of persona spending habits, medical information,
Socid Security numbers, credit card numbers, loan account numbers, dates of birth, and bank
account numbers. The FTC identified common forms of identity theft as: taking over an existing
credit card account; taking out loans in another person’s name; writing fraudulent checks using
another person’s name and/or account number; and opening atelephone or wireless service
account in anothe person’s name. In extreme cases, anidentity thief may completely take over a
vidim's identity, including being arreged inthe victim's name.

Several credt card companies commented tha such personal identifiers must continueto
be publicly availade 20 that dl entitiescan determine whether a particuar barkruptcy rdatesto a

™ 11 U.S.C. §301; H. R. Rep. 95-595, 95" Cong., 1st Sess. 321 (1977); S. Rep. 95-989, 95" Cong., 2nd Sess. 31
(1978).
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specific individual. However, the bulk of the public comments supported restricting access by
the genera pubic to highly sensitive information. The needs of the credit card indudry and other
partiesininterest are accommodated in Recommendation 6(b)(iii) bdlow. T he following public
comments supported these recommendations:

Mary Jo Obee, Chief Deputy Clerk of the U.S. Bankruptcy Court of the Western District
of Oklahoma, and others commented that 8107 of the Bankruptcy Code may need to be
revisited, and that consideration should be given to defining public data and non- public
dataclearly. Only limited general case information should remain public, although
access for parties in interest would remain unchanged.

The Center for Democracy and Technology commented that an effective information
policy should protect the rights of the individuals who participate in the bankruptcy
system by limiting the use and disclosure of their personal information to that necessary
to support the bankruptcy process. General information about the debtor may need to be
available to the public to ensure that all those with a stake in the outcome may
participate. However, detailed information, currently considered public records under §
107 of the Bankruptcy Code, such as bank account numbers, credit card account
numbers, Social Security numbers, and bank balances are not necessary to ensure that
parties with an interest are notified of a debtor’sfiling. Also, public disclosure of such
information breaches personal privacy and places individuals at risk of additional
financial harm.

The Federal Trade Commission, an agency mandated to establish the federal
government’s centralized depository for identity theft complaints, commented that
disclosure of non-public data, as with public data, may facilitate identity theft and other
illegal conduct. The FTC also commented that finance-related fraud constitutes 80
percent of the identity theft crimes reported to it.

The Privacy Rights Clearinghouse commented that if bankruptcy and trugee filesare
available onlineto the general public, they should be available in the form of a“digest”
of the key data elements. Personal identifiers, such as Social Security numbers,
represent a gold mine to dishonest individuals as well as to the rising number of
organized criminal enterprises that goecialize in systematic identity theft. Such scams
not only victimize the debtor, but the bankruptcy courts as well by clogging the system
with fraudulent filings.

The National Association of Consumer Bankruptcy Attorneys commented that given the
broad disseminaion of public record information, debtors are entitled to have thar
information protected from unnecessary disclosure.

Several financial associationsand information service providers commented that certain
personal information should be available in bankruptcy cases to protect the rights of
partiesin interes and debtors, but tha the information made available to the pubic
should be limited to general information that promotes public accountability.
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The New Jersey Credit Union League commented that making sensitive information
available on the Internet would expose debtors, who are aready in precarious financial
positions, to an enhanced risk of identity theft, and that this unintended result outweighs
any possible benefits.

6(b)(iii) Parties in Interest Should Continue to Have Access to a Broad Range of
Non-Public Information, Sub ject to Re-use and Re-disclosure Limitations.

The Study Agencies recommend that parties in interest and potential parties in
interest have access to a broad range of information collected in bankruptcy
proceedings in order to exercise their rights and responsibilities.

However, when private entities have such access, they should generally be
prohibited from reusing or re-disclosing the information for purposes unrelated to
administering bankruptcy cases. These re-use and re-disclosure limitations should
not be construed as restricting private entities from sharing information with
governmental entities.

The Study Agencies also recommend that the detailed information that appears in
a bankruptcy filing should be available to researchers in a manner that would not
identify individuals.

The report’s recommendations are not intended to address the access or use of
bankruptcy information by governmental entities in connection with their
important public responsibilities, or the communication of personal financial
information by or to governmental entities for functions they serve.

Creditors, parties in interest and their agents, law enforcement, or other governmertal

entities— but not the generd public — should continueto have access to the full range of
information necessary to administer cases, subject to re-use and re-disclosure limitations. It is
essential for partiesininterest to have broad accessto comprehensive debtor information in
order to: (a) determine whether ertities are ertitled to recovery before their contractual rights
are forever terminated; (b) participate effectively in the bankruptcy process; (c) ascertain the
accuracy of deltors’ claims; and (d) communicate efficiently with trustees about bankruptcy
cases. When private entities have such access, however, the Study Agencies propose that they
gererally be prohibited from reusng or re-disclosing the information for purposes urrelated to
administering bankruptcy cases. However, these prohibitions do not include re-disclosing
information to law enforcement or for other governmenta purposes.

Court officids, including private trustees, who have responsbility for administering

bankruptcy cases, need full accessto comprehensive debtor information for all cases coming
under their purview, subject to appropriate re-use and re-disclosure restrictions.

Asfor the creditor community, an entity that believesthat it isa party ininterest ina

barkruptcy case should, perhgps upon adequate showing, have access to information sufficent to
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determine whether it has an interest in the case. However, under the Study Agencies
recommended use and disclosure limitations, if the private party determined not to filea clam in
that case it would be prohibited from using or disclosing the data for any purpose, with
exceptions for disclosure to law enforcement or other governmental entities.

Agents of partiesin interest necessarily will need to collect and make available in an
efficient manner a wide range of information from many cases. It isimportant that these
activities also be sulject to re-use and re-disclosure restrictions that protect debtors' privacy
interests. Asnoted, one of therecognized “ far information practices” providestha detaonly
be used and disclosed to advance the purpose for which it was collected. As described aove,
severa existing systems outside of bankruptcy adopt this principle and impose re-use and re-
disclosure limitations.

Limitations on re-disclosure of bankr uptcy information by private entities will supplement
existing statutes governing finandal privacy, such as the FCRA, which may not reach all entities
involved in the collection and redistribution of this information. The protections of the FCRA
are limted to “consumer reporting agencies’ and those of GLBA are limited to “financial
Institutions.” However, ertities may become involved inthe collection and dissem nation of
financial information without falling within either of these categories. Therecommended
limitations on re-disclosure of sensitive bankruptcy information by private entities will help close
any statutory gap.

The Study Agencies separately recommend that detailed information that appearsin a
bankruptcy filing be available to researchers on ade-identified basis. This approach protects the
debtor’s privacy while assisting public and privat e entities in understanding various aspects of the
bankruptcy systemand in making or considering policy decisions about the bankruptcy sysem.
Notably, the lack of such information was pointed out during the recent debate on barkruptcy
reform inthe 106™ Congress

An additional recommendation concerns the gpecial needs of law enforcement. Law
enforcemert officials throughout the country often use public record information — including
barkruptcy information — to assist in their invegigations Public records can help to locate
individuds, identify assets, verify personal relaionships, and otherwise further enforcement
efforts. The Study Agencies recommend that as ded 9on makers craft information policy on
non-public information, they do so in away that does not infringe upon thecurrent ahility of
gover nmental entitiesto gain access and use of this infor mation.

Although afew public commenters supported allowing bankruptcy data to be collected
and distributed by third parties, most of the comments were opposed to the commercial use
and/or non-bankruptcy related use of private debtor information. The following public
comments supported these recommendations:

» TheFTC suggested that commercial use of highly personal and sensitive data should be
prohibited for several reasons. First, such disclosure may facilitate identity theft or other
illegal conduct. Second, trustees receive sensitive private information as a result of
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governmental action, and the use of non-public information for commercial purposes
appears to be outside the scope of their responsibilities. Third, the commercial use of
debtor information conflicts with the trustees' fiduciary duties and responsibilities, and the
Department of Judice’s policy prohibiting trustee’ s from ugng estate fundsfor their
personal benefit. Finally, the commercial sale of debtor information may implicate
concerns under the FCRA.

The Nationa Association of Attorneys General commented that due to the protections
afforded in bankruptcy, it isimportant that information be widely available to partiesin
interest. However, measures should be established regarding the appropriate uses of
bankruptcy information, and there should berestrictions on therelease of data thet is
particularly susceptible to abuse, with penalties for any misuse of information.

The National Assodation of Consumer Bankruptcy Attorneyscommented that debtors
should not be required to forego any expectation of privacy, except to the extent thet their
information is necessary to the administration of the barkruptcy process All possible
precautions and protections should beimplemented to preclude any urwarranted disclosure
of persond information.

The Ohio Credit Union League commented that bankruptcy information should be
categorized as public or non-public and as to who may have access. There should be
restrictions on and penalties for the use and disclosure of non-public information.

The Center for Democracy and Technology commented that there may be legitimate public
interest considerations for providing aggregate reports, stripped of information that may

identify specific individuals, on debtors' interactions with the bankruptcy system and
creditors.

6(b)(iv) Incorporate Fair Information Principles.

The Study Agencies recommend that the bankruptcy system incorporate fair
information principles of notice, consent, access, security and accountability.

Notice: The Study Agencies recommend that debtors who file for bankruptcy be
informed in writing that certain information that they disclose in their petitions
and schedules may be disclosed to the general public and that, consistent with
current law, all information may be disclosed to parties in interest, law enforcement
and other governmental entities.

Current bank ruptcy laws and rules do not make explicit provision for adebtor to receive

notice of the potential use and distribution of the personal information he must submit to the
court in the course of a bankruptcy case. The Study Agendes believe that many individuals may
not be aware that their personal information will be made widely available to the general public.

Debtors could be provided with adequate notice regar ding the collection and

dissemination of their information by several methods. For example, notice could be provided
directly on the petition and schedules that a debtor must file. Notice also could be provided
through counseling with adebtor’'s atorney.
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Several public commenters stated that debtors should rdinquish ther right to privacy in
exchange for the protections afforded by the bankruptcy process. However, most of the
comments supported the concept that bankruptcy incorporate fair information principles
including providing debtors with adequate notification. The following public comments
supported these recommendations:

* Mary of the public comments noted that debtorsare generally fearful of and unfamiliar with
the bankruptcy process, and do not envision that their files may be available for review by
any member of the public.

* Mary Jo Obege, Chief Deputy Clerk of the U.S. Bankruptcy Court of the Western District of
Oklahoma, commented that generally individuals have no idea that anyone other than those
listed on their schedules, the trustee, and the courts will ever see their information.

* The FTC commented that because certan information necessarily must be put on the public
record during a bankruptcy case, consideration should be given to enauring that debtors are
given notification as soon as possible in the bankruptcy process as to how their information
will be used and whether and how it will be disclosed. Individuals cannot fully understand
the consequences of pursuing relief from their debts unless they are informed of the
consequences and the extent and means by which their personal and financial information
will be divulged to partiesin interest and the general public.

» Several commenters suggested that debtors' attorneys should be required to explain the
potential loss of privacy when advising their clients as to whether bankruptcy isan
appropriate course of action.

Consent: The Study Agencies recommend that debtors’ affirmative voluntary
consent be required in order for creditors, trustees, other parties in interest, and
their agents to re-use or re-disclose information reported in the bankruptcy process
for purposes unrelated to administering a particular case, except for re-use and re-
disclosure of information to law enforcement or other governmental entities.

This recommendation is based on the assumption that consert isinplied for uses of data
by private entitiesrelated to the bankruptcy process and that explicit consent is required for
unrelaed uses by private entities. The voluntariness of consent is quite important —individuals
should not be coerced into providing their consent for such transfers. This recommendation was
supported by most of the public commenters.

Several federal laws provide relevant frameworks for consent requirements for the re-use
and re-disclosure of non-public information by private entities. For example, the GLBA provides
for certain allowable uses and disclosures of financial information. Beyond those uses,
consumers must be provided an opportunity to object to the disclosure of their personal
information to non-affiliated entities. The FCRA adso allows disclosurefor certain “permisshble
purposes.” Beyond those, disclosure may occur only with the consent of the consumer. These
re-use and re-disclosure limitations, however, should not regtrict private entities from sharing
information with governmental entities.
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Access: The Study Agencies recommend that individual debtors have the right to
reasonable access of their file, and the right to challenge the accuracy of
information it contains.

Fair information principles provide that individuas should have reasonable accessto the
information about them maintained by private entities. Further, in instances where ther
information is used to facilitate decisions about them, individual s should have the right to request
correction of that information.

In arelated context, the FCRA assures the accuracy of persona information by providing
consumers with the ability to discover whether adverse information is in their files, inspect that
information, and demand that all inaccuracies be corrected inatimely mamer.

Security: The Study Agencies recommend that adequate security standards be in
place for private entity access to all information flows in the bankruptcy system.

The Study Agencies believe that there should be mechanisms to minimize the risk that
unauthorized entities gain access to information that could compromise the personal finandal
information of the debtor, or the integrity of the data. Accordingly, measures should be
established and implemented to ensuretha only authorized users have accessto non-public
information and that re-disclosure limitations are followed. The development and
implementation of security standards are particularly important inthe new networked
environment. Therefore, if anew privacy protection structure is established, specid emphass
should be placed on limiting access by private entities, through prope seaurity $andards to
certain sensitive data, such as Social Security numbers and other personal identifiers.

This recommendation was supported by several public comments, including:

* The Center for Democracy and Technology recommends that theentity collecting the data
be required to secure the information it maintains. Not only does the emergence of
advanced information systems promote access to government records, but also highlights
the weaknessesin the handling of personal information contained in bankruptcy records.

» The Credit Union National Association commented that if bankruptcy information is made
available electronical ly, it may be acceptabl e to secure the information by use of passwords.

Accountability: The Study Agencies recommend the development of mechanisms to
ensure that private entities engaging in improper use or re-use of a debtor’s
personal financial information are held accountable for their actions.

Fair information principles providethat there should be an enforcement or other
mechanism to ensure that private entities are held accountable for noncompliance with the
standards regarding notification, use and disclosure, consert, access, and security of information.
The accountability mechanism for bankruptcy recordsshould be desgned to enaure thet private
entities that violate the fair information principles are held accountable by legal remedies,
disciplinary action, or other effective mechansms.
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The principle of accountability was supported by most of the public commenters,

including:

The Ohio Credit Union League commented that there should be disclosure restrictions on,
and penalties for the misuse of, information deemed to be non-public information in the
bankruptcy process.
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